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Abstract

This article considers the benefits and pitfalls of international human rights law as a component of artificial
intelligence (Al) governance initiatives. It argues that (1) human rights law can serve as an authoritative resource for
providing definitions to highly contested terms such as fairness or equality, (2) it can be used to address the problem
of international regulatory arbitrage, and (3) it provides a framework to hold public and private actors legally
accountable. At the same time, the paper considers recent critiques of human rights law and its application to Al
governance, such as (1) lack of effectiveness; (2) inability to effect structural change, and finally, (3) the problem of
cooptation. The article argues that while there is room for international human rights in the realm of Al governance,
we should look to it with tempered expectations as to its promises and limitations.
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Introduction

The use and deployment of artificial intelligence (Al) presents many challenges for human rights. Consequently, the search for
an Al governance framework has led to a relatively recent proliferation of government strategies, corporate ethics codes,
engineering design ethics, and international regulatory frameworks that seek to regulate its application. For purposes of this
paper, Al—a term that has no consensus definition in technology and policymaking circles’—refers to a complex information
system that approximates behavior commonly understood as requiring intelligence, similar to human behavior, such as pattern
recognition, logical reasoning, or language processing. | will use it interchangeably with the terms “algorithmic decision-
making” and “Al-based technologies,” which refer to the use of algorithms in decision-making processes such as the delivery
of health care and legal services, systems to assist in criminal sentencing or bail decisions, determination of personal credit
ratings, assisting in employee hiring and retention, and the provision of medical diagnostics to name a few of its applications.
Legal scholar Ryan Calo described the contemporary excitement around Al as stemming from the enormous promise of
machine learning,? thanks to faster computers and the accumulation of copious amounts of data. These massive amounts of
data fuel and train the algorithms that engage in these abovementioned processes.

There is no doubt that the human rights implications of this technological development are profound. Concerns about bias, lack
of fairness, discrimination, the replication or even exacerbation of existing inequalities, and lack of transparency and
accountability when it comes to algorithms are, by now, well-documented.> As Al capabilities become more powerful and
sophisticated in the next few years and Al-based technologies move toward broader adoption, there is an unsurprising
proliferation of literature on how to regulate, not only its use but also its design. Regulation of Al generally occurs on two
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conceptual levels.* On the technical level, Al safety focuses on questions surrounding how Al is built. The Institute of Electrical
and Electronic Engineers (IEEE) for example, issued Ethically Aligned Design (2019), a crowdsourced statement on general
principles that should govern the ethical design and application of Al-based technologies.® Among other things, Ethically
Aligned Design is intended to ensure that any Al-powered systems will not infringe on internationally-recognized human
rights.® Similar proposals that fall under varying rubrics for beneficial Al,” ethical Al,® explainable Al,° and responsible AI°
are largely technical attempts to promote the values of fairness, privacy, and non-discrimination for physical systems such as
self-driving cars or software-based systems used in algorithmic decision-making systems.

The governance of artificial intelligence in contrast, focuses on the institutions and contexts in which Al is built and used. A
variety of entities ranging from supranational organizations to national governments to private sector think tanks have issued
several statements that set standards and comprise a web of “soft law” on the use and development of Al. Tech companies
themselves have come up with a slew of ethical guidelines that they have adopted with regard to their own products.
Governments have issued national strategies to guide the development and deployment of Al by companies situated within
their jurisdictions. Consider the OECD Principles on Al, which intends to “promote artificial intelligence that is innovative and
trustworthy and that respects human rights and democratic values.”*! Endorsed by 42 governments, the guidelines address not
only the technical makeup but also the broader policy and regulatory environment of Al, albeit confined to a limited geographic
region. For instance, one of the recommendations is the creation of an OECD Al Policy Observatory, which would function as
a clearinghouse of strategies, policies, and initiatives among the relevant stakeholders.*?

To be sure, these levels are not entirely distinct. In fact, these levels are more often than not simultaneously addressed within a
single policy statement or declaration. The European Commission’s Guidelines for Trustworthy Al, for instance, addresses both
the technical robustness and safety of Al development as well as its sociopolitical impacts on human rights. In a 2017 speech,
Salil Shetty, the secretary-general of Amnesty International, concluded that “there are huge possibilities and benefits to be
gained from artificial intelligence if human rights is part of the core design and use of this technology.”*® A two-tiered approach
to Al regulation along these lines offers distinct focal points for expert and stakeholder discussions without expecting everyone
to absorb and understand otherwise inscrutable information while maintaining an open door for necessary interdisciplinary
conversations. As Urs Gasser wrote, “the scale, heterogeneity, complexity and degree of technological autonomy of Al systems
require new thinking about policy, law and regulation.”** Thus, regulating Al can only be effective if these Al-based systems
can be analyzed using a layered model that includes the relevant sets of actors at the international, national, and industry levels.

This paper focuses on the latter dimension of Al regulation and examines the place of international human rights law (IHRL)
in the existing strategies authored by international bodies, national governments, corporations, and non-profit bodies. Not all
of these strategies refer to or include explicit references to human rights law or principles. Most of them are self-adopted ethical
guidelines or norms based on a variety of sources to mitigate the risks and challenges of Al-based systems, as well as to identify
and take advantage of the opportunities brought about by Al-based systems. Since 2018, academic and policy literature from a
number of disciplines has emphasized the importance of a human rights-based approach to Al governance.’®> That means
identifying and mapping the risks to recognized human rights, obliging governments to incorporate their human rights
obligations in their national strategies, and even applying IHRL itself. To illustrate, in May 2018, a group of academics and
civil liberties groups called on states and companies to meet their existing responsibilities to safeguard human rights in the
Toronto Declaration.'® However, save for a few exceptions, what that approach concretely looks like remains a question, as
does how to properly assess whether and to what extent it is beneficial to follow that approach in the first place.

4 See generally Gasser, “A Layered Model for Al Governance.” Gasser and Almeida offer three (3) layers: namely, the technical, ethical, and
social/legal layers of Al governance. This paper only considers two, by combining the ethical/social/legal into a single layer.
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Legal scholars recently argued that international human rights law offers an appropriate organizing framework in the design,
development, and application of algorithms that takes into account human rights in order to promote algorithmic accountability
in what turns out to be one of the early and comprehensive attempts to apply IHRL to algorithmic decision-making processes.’
Others similarly suggest that an international human rights framework provides the most promising set of standards for ensuring
that Al systems are ethical.® Nathalie Smuha argued that we already need to go beyond calls for a human rights approach and
go straight to putting in place the essential ingredients of such an approach.® In a speech made after visiting US tech companies,
the United Nations (UN) High Commissioner for Human Rights, Michelle Bachelet, stated: “We cannot expect Big Tech to
self-regulate effectively, nor do I believe we would want them to. The onus is on both technology businesses and governments—
and also civil society—to work together to identify effective and equitable policies.”?°

Building on these recent scholarly efforts to flesh out the application of IHRL and examine its possibilities as a governing
framework for Al-based technologies, in this paper it is argued that, first, notwithstanding the variety of corporate Al ethics
statements, national Al strategies and guidelines proposed by numerous public—private partnerships, these statements leave
many gaps that can be uniquely addressed by human rights law. For example, IHRL can serve as an authoritative resource for
providing definitions to highly contested terms such as fairness or equality. Second, IHRL can also be used to address the
asymmetries or inequalities engendered by so-called Al nationalism and the corresponding problem of regulatory arbitrage.
Finally, it provides a workable framework to hold public and private actors legally accountable in ways that are not possible
with self-governing corporate ethics codes.

In addition, apart from the possibilities, the paper also considers recent critiques of human rights and how reliance on IHRL
could end up reproducing some of the problems it is meant to address. Some of the reasons IHRL as law should not apply to
the overall algorithmic cycle draw from the same wellspring of critiques that are addressed to the human rights project in
general, particularly its lack of effectiveness and enforcement and the inability to effect structural change. Ultimately, it is not
clear whether IHRL could sufficiently address the root problem associated with Al and algorithmic decision-making if we
conceive of the latter as an expression of so-called neoliberal managerialization (i.e., a system of public or private governance
that prioritizes freedom and efficiency above all others) and thus help entrench neoliberal economic and social policies.?! At
best, as Samuel Moyn argues, human rights is a powerless companion to the widening gap between rich and poor.?? One reason
is that the modern human rights regime—at least as it is practiced today—is arguably not adept at untangling complex social
phenomena, including the one in which Al is currently embedded. Related to this is the concern echoed by some legal scholars
that the corollary use of Al-powered applications to protect human rights (e.g., monitoring or evaluating compliance) would
privilege certain rights that are more susceptible to a quantitative measurement. But more importantly, using IHRL to regulate
Al exacerbates what is already prevalent in human rights monitoring circles in which fealty to mandated metrics and indicators
can be mistaken for compliance and subsequently elide debate and discussions over underlying substantive issues. This, inturn,
transforms the actors—in this case, the companies creating these technologies—into self-regulating subjects, which weakens
whatever regulatory bite that IHRL supposedly provides. In any case, the goal is not to claim that there is no room for IHRL in
the realm of Al governance—there is—but that we should do so with a clear eye and tempered expectations as to its promises
and limitations.

l. The Promise of International Human Rights Law

In some respects, many of the problems and risks associated with the rise of Al and algorithmic decision-making are not new.
Various technological innovations in the past have profoundly changed the labor market, for instance. But the use of Al and
algorithms offers revolutionary potential in the way our world is presently run and ordered. At its simplest, algorithms are
pieces of code that identify likely patterns and generate particular outcomes, often without any human intervention. The biggest
benefit of Al—specifically its subset of machine learning—as well as the source of the biggest concern around it is the ability
to autonomously learn and produce results. Al and algorithms in the machine-learning context work by identifying patterns
using a trove of data. Based on those patterns, they spew results to certain questions. As law and tech scholar Jonathan Zittrain
explained, “Provide a neural network with labelled pictures of cats and other, non-feline objects, and it will learn to distinguish
cats from everything else.”?® The problem, of course, is that algorithms, especially the deep learning sort, “learn” inside a black
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box, to the extent it would be almost impossible even for its own designers to figure out the process by which it arrived at a
result.?* The opacity of these algorithmic processes thus raises concerns that are relevant for the protection of individual rights
and the public interest.

It is important not to exaggerate the state of technology when it comes to Al at the moment. The much-touted “strong AI” or
“artificial general intelligence” is still very much in the far future.?® Today, when we speak of Al as an umbrella term, we are
actually referring to artificial narrow intelligence in which algorithms perform discrete functions however exceptional.
Nevertheless, it does not mean that these algorithms and Al-based technologies are not performing important tasks. One of the
more prominent examples is the use of algorithmically produced risk assessments to aid judges in criminal sentencing
decisions.?® Indeed, in December 2018, the European Commission for the Efficiency of Justice issued guidelines on the
application of Al in judicial systems,?” noting that respect for human rights and non-discrimination remain the most fundamental
principles governing the use of this technology. It also guarantees that the use of Al in the judiciary should not be in
contravention with the European Convention of Human Rights. Another example is the use of automated decision-making in
immigration and refugee determination proceedings in Europe and Canada.?® In the United States, algorithms are now being
used to support not only sentencing but also bail decisions, predictive policing, employee hiring and retention, credit score
evaluations, and medical diagnostics.? While there is considerable variation in terms of the accuracy of these Al-based
applications at the moment—for instance, Al-assisted medical diagnostics or facial recognition are somewhat accurate, while
predictive systems pertaining to criminal recidivism or job success fall somewhat on the dubious end of the spectrum®*—the
ubiquity in the use of Al has prompted a broad interdisciplinary conversation on its human rights impacts in recent years. The
scale, opacity, and adaptability of Al-powered systems give rise to understandable concerns that may not have been present
with respect to other technological innovations that came before them.

In recognition of these risks and opportunities, the field of Al ethics and governance has emerged and grown exponentially in
the last five years. As of April 2020, there have been 167 statements in total. 3! What is notable is that this field is not only
being driven by technology companies, technical professional associations, and civil society organizations but also by national
governments and intergovernmental organizations. One glaring reality, however, is the lack of Al-specific regulation that will
fill the gaps created by existing rules. Instead, we have a hodgepodge of policy statements, guidelines, national strategies,
corporate ethics statements, and principles. This is not an accident. For one, many technology companies (mostly based in the
United States) believe self-regulation or market-driven governance is the best approach to Al and all the resulting technologies
around it.3? Because of the prevalent notion from both industry and government that law is slow to adapt and, indeed, even
tends to stifle innovation,® many believe that the industry itself is in the best position to develop the standards and rules that
will guide innovation while at the same time taking into account and minimizing risks to the public welfare. This state of affairs
has led some to believe that tech companies engage in a kind of ethics-washing, that is, a self-interested adoption of appearances
of ethical behavior that includes the formation of ethics councils, hiring of in-house philosophers or ethicists, and the funding
of work on “fair” machine-learning systems, which elides a broader questioning and criticism of these systems’ impact on
society.3* Consider, for example, the adoption of Google’s Al at Google principles. They were only released in June 2018,3®
leading many to accuse the company of issuing them only as a reaction to the public backlash to its contract with the US
Defense Department involving Project Maven, an Al project that studies imagery with the aim of improving drone strikes in
the battlefield.*

At the moment, the European Union remains the clear governmental frontrunner when it comes to advancing the global
discussion on the ethical and social implications of Al. The European Commission (EC) in particular emphasizes the importance
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of ensuring an appropriate and legal framework to strengthen European values. Consequently, in its Ethics Guidelines for
Trustworthy Al, a high-level EC expert group wrote:

We believe in an approach to Al ethics based on the fundamental rights enshrined in the EU Treaties, the EU Charter and
IHRL. Respect for fundamental rights, within a framework of democracy and the rule of law, provides the most promising
foundations for identifying abstract ethical principles and values, which can be operationalized in the context of Al.3"

Indeed, the EC recently proposed a legal framework in the form of the Artificial Intelligence Act (AlA) that would ensure that
Al-based systems within the EU, among others, (1) are safe and respect existing law on fundamental rights and (2) enhance
governance and effective enforcement of existing law on fundamental rights and safety requirements applicable to Al systems. 38
Outside the Union, it remains to be seen what similar regulation would look like. It may well be the case that the EU example
could serve as a template for other jurisdictions to follow in coming up with their own concrete regulatory efforts. Indeed, some
commentators observe that the proposed AIA is Europe’s attempt to set a global Al standard as it is intended to extend beyond
EU borders. Until that is operationalized, the common reference to the “protection of human rights norms” across these Al
ethics codes, national strategies, and statements allows IHRL to serve as a meta-framework for Al governance and regulation.
As several researchers have noted, IHRL, in particular, is well-suited for this purpose for the reasons articulated below.

a) Defining the Content of Rights

In a Berkman Klein Center report on Al governance,® existing Al governance frameworks—both ethical and rights-based
approaches—highlight the principles of privacy, accountability, safety and security, transparency, fairness and non-
discrimination, human control of technology, professional responsibility, and the promotion of human values. As evident from
the report, each of these principles invites a myriad number of interpretations. Consider the example of fairness. Non-
discrimination and prevention of bias in the training of algorithms are among the most high-profile concerns surrounding the
use of Al-based technologies, particularly the possibility that Al would only replicate existing patterns of bias under the veneer
of technological objectivity. But as computer scientist Arvind Narayanan explains, fairness has (at least) 21 definitions—each
of which finds itself laden with a specific value and political context.*

Thus, the biggest advantage of IHRL compared to existing ethical codes is that the use of terms such as fairness, non-
discrimination, and the right to health and equality has been discussed, debated, and developed by a variety of stakeholders in
the human rights community, ranging from local grassroots organizations that advocate on behalf of particular rights to regional
human rights tribunals such as the European Court of Human Rights where judges provide authoritative interpretations. At the
very least, the universe of potential definitions is circumscribed to an intelligible degree, even though the level of detail may
still not satisfy its most ardent critics. At the same time, these principles are malleable and flexible enough that they have been
adapted in a variety of local settings through regional and domestic court interpretations. That is, they have gained a kind of
acceptance through local adoption and interpretation. This addresses understandable concerns about the lack of universality of
these rights; that is, they are some form of continued imposition of Western hegemony. For instance, legal scholar Evelyn
Douek notes that, in the context of online content moderation, one of the main criticisms that global platforms have encountered
has been their lack of attention to different demands of varying contexts.* Moreover, and perhaps more importantly, this
circumscribed universe of definitions carries an air of legitimacy as well as normative authority that none of these corporate
ethical codes could hope to possess. As former UN special rapporteur on freedom of expression David Kaye noted, “it would
offer a globally recognized framework for designing [the] tools [to accommodate varied interests] and a common vocabulary
for explaining their nature, purpose and application to users and State.”*? Whereas ethical codes are more often than not
formulated in-house within corporate organizations with minimal consultation from the communities these applications will
most likely affect, the content of these human rights has been the product of tension and engagement between and among its
stakeholders for a number of years. The most important consequence of recognizing these rights, as opposed to more ambiguous
ethical norms, is that it would present some clarity about the necessary threshold that would trigger obligations and thus help
designers of these Al-powered applications ex ante or even its users ex post as they hold companies accountable.*®

37 Al HLEG, “Ethics Guidelines for Trustworthy AI”; see also Muller, The Consequences of Artificial Intelligence.
38 European Commission, “Proposal for a Regulation.”

39 Fjeld, “Principled Artificial Intelligence.”

40 Narayanan, 21 Fairness Definitions and Their Politics.
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b) The Problem of Al Nationalism

The term ‘Al nationalism’ was first coined by English investor lan Hogarth at a 2017 conference on how to make Al serve
democratic ends. In an extended essay on the subject, Hogarth argued that “rapid progress in machine learning will drive the
emergence of a new kind of geopolitics.”** That states recognize this is evident from the plethora of national Al policy
statements and strategies to claim and stake their positions. Not that different from a nuclear arms race, world leaders recognize
how progress in Al has acquired strategic significance except that geopolitical leadership in the Al race is not merely about
spearheading technological advances but also laying out the normative values that will end up encoded in these applications
and thus shape the way how they work. Therefore, governments understandably seek to advance the interests of companies
headquartered within their territory, such as Baidu in China or Google in the United States.*® Russian leader Vladimir Putin
once remarked that “whoever became the leader in the field would rule the world.”*® Similarly, in separate interviews with
WIRED magazine, then US president Barack Obama and French President Emmanuel Macron acknowledged the importance
of Al as a tool of soft power.*” Macron, in particular, pointed to the two contrasting models of Al development in the United
States and China and emphasized that if France wants to defend its way of dealing with privacy, its preference for individual
freedom and to have a say in the development of the Al revolution, it has to be among the leaders.*® Indeed, the French national
strategy, for instance, emphasizes that Al must help us promote our fundamental rights, improve social cohesion and strengthen
solidarity.*® No wonder China, already the world leader in Al research in terms of the number of research papers produced on
deep learning, views Al as a key component of its “Made in China 2025 industrial transformation program.>® As Macron
alluded to in his WIRED interview, Chinese technology companies are far more coupled to state policy than those in the UK or
the United States. But it is still telling that China’s first ever national statement on Al ethics also referred to respecting “human
rights and the fundamental interests of humankind” as one of the fundamental ethical norms. It also emphasized human control
and oversight of Al-based systems in order to promote fairess, privacy and safety as well “improve human well-being.”5?

In this scenario, if Al nationalism is a kind of Al arms race in terms of state investment in and promotion of technology
development in pursuit of political independence, it also means that the states that engage in this race in varying capacities
would not necessarily have the same incentives to come up with a shared set of rules that will govern the creation and use of
such technology. Of course, there is nothing about this scenario that ordains it to be viewed as an arms race.%? Indeed, it does
no one any favors if it continues to be viewed as such. Furthermore, it is far from clear what exactly constitutes “winning” in
Al, but a divide between Al-capable and Al-non-capable states is not such a farfetched scenario and certainly one that can have
important and long-lasting human rights consequences.

International human rights law can be useful in preventing this help prevent and fill the gap as a shared, coordinating meta-
framework to address the existing asymmetries in the governance of Al-based technologies and thus address, even if only
partially, the problem of regulatory arbitrage.>® It should be considered part and parcel of what is now being termed digital
constitutionalism—that is, a “constellation of initiatives that have sought to articulate a set of political rights, governance norms
and limitations on the exercise of power on the Internet.”>* If the global Al revolution is not just about developing the technology
but also establishing and shaping the normative values behind it, then it is clear that IHRL should be given an important role in
ensuring that the rights of all affected, regardless of one’s location in the world. For one, while self-imposed ethics codes
certainly have a role to play in regulating the creation and use of Al,% they do not serve as an adequate oversight mechanism
as debates about fairness, accountability, and transparency do not necessarily encompass all the fundamental issues about Al.
Many of them also only mention values such as privacy and human dignity or extol the values of responsible or ethical Al in
the most general way possible so as to render them almost meaningless.
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Management.”
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Moreover, many of the ethics statements and guidelines were issued in Europe and North America. In a recent study on the
global landscape of ethics guidelines, it was reported that African and Latin American countries are not represented.>® While
that might seem unsurprising as most technology companies are based in the West, it bolsters the view that this scenario is but
an instance of what a sociologist has termed “digital colonialism.”®’ If we are to conceive of the online ecosystem as a global
public square,%® it is unconscionable to exclude the voices of those who will be disproportionately impacted in the event of any
adverse consequences, especially given existing inequalities in terms of access to any remedies and resources in the Global
South.>® IHRL provides an avenue by which these voices can be or are given a seat at the table and amplified through its
institutions and mechanisms, as well as shape the definitions and parameters of these rights.

To be sure, it is not enough to say that IHRL applies to the use and design of each Al-based or Al-powered technology. In fact,
its actual application is far from straightforward. These general principles have to be further translated into particular rules,
processes, and procedures tailored to a particular technology or application, for instance, online content moderation,®° facial
recognition,’* or medical diagnostics.®? But there has to be a necessary convergence at some level between platform-specific
rules and the principles and values as well as the specific case law articulated throughout the international human rights regime.
Otherwise, the existing asymmetries will create a distressing path dependency for future attempts at regulation.

c) Providing a Framework for Public—Private Accountability

Unlike other kinds of revolutionary technologies, such as nuclear technology, the race to develop Al and Al-powered
applications is not a state monopoly. But it is not solely a private endeavor either. As discussed in the previous section, state
involvement in Al as a regulator, investor, or promoter of so-called national champions occur on a spectrum. In places such as
the United States, the UK, and Canada, Al development is still largely spearheaded by the private sector. Google, for instance,
still dominates the global research output related to Al. Most of the funding for Al startups in the United States is raised through
private investors, with a whopping US$7.4 billion dollars raised in the second quarter of 2019 alone.5® By contrast, there is
much more cooperation between the state and private companies in China. In 2017, Chinese government entities have
announced billions of dollars in Al investment, while Chinese Al startups have received 48 percent of global Al venture
funding, outpacing the United States for the first time.®*

Far from just a case of a government supporting or championing its own companies, the inverse is also true. The Chinese
government’s use of research developed jointly by US and Chinese researchers, which has evolved into commercial products,
has attracted scrutiny. SenseNets, for, example, is part of China’s national surveillance program intended to fight crime and
prevent disasters. Its main products, which focus on facial recognition, crowd analysis and human verification, have been key
in the construction of what amounts to a mass surveillance laboratory in the province of Xinjiang, where millions of minority
Uighur Muslims have been sent for “re-education.®®” In February 2018, MIT had forged a research partnership agreement with
SenseTime, which held a 49-percent stake in SenseNets. The corporate structure surrounding SenseNets also involves robust
exchanges of expertise and resources between the United States and China, thus giving rise to moral and dual-use national
security questions. In other words, there might be circumstances in which private companies are pursuing projects that are in
tension with or even outright opposition to the goals of the state in which it is headquartered.

International human rights law is an existing framework that addresses the responsibilities of both states and private actors,
such as transnational corporations. Even though IHRL is primarily addressed to states, there have been several efforts to oblige
private actors to ensure that their products and services do not violate accepted human rights norms such as those enumerated
in the international Bill of Rights, the International Covenant on Civil and Political Rights, as well as the International Covenant
on Economic, Social and Cultural Rights. In 2011, UN Special Representative John Ruggie issued the Guiding Principles on
Business and Human Rights, which articulated the distinct roles of states and business enterprises in the protection of human
rights. The Guiding Principles, in particular, operate on a three-pillar framework referred to as ‘“Protect, Respect and Remedy,”
whose purpose is to prevent, mitigate, and redress business-related human rights abuses.® In particular, it expects corporations
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to “avoid causing or contributing to adverse human rights impacts through their own activities, and address such impacts when
they occur,” as well as “seek to prevent or mitigate adverse human rights impacts that are directly linked to their operations,
products or services by their business relationships, even if they have not contributed to those impacts.”®’

Even though the Guiding Principles are not legally enforceable, corporations have largely operationalized them insofar as they
have adopted human rights due diligence processes and impact assessment mechanisms in internal corporate procedures.
Admittedly, many of these actions have been voluntary in nature. A recent attempt to build on the Guiding Principles and create
a legally binding instrument to impose direct liability on and hold multinational enterprises accountable for human rights
violations is ongoing.®® Further, the new Hague Rules on Business and Human Rights provide for arbitration as a private dispute
resolution mechanism that focuses on human rights issues.®® Whatever the result of these efforts, it is clear that these are
unfolding amidst heightened attention toward the human rights impact of transnational corporate activities, especially on
vulnerable communities around the world. Technology companies are no different from other kinds of multinational businesses
in this regard. As far as access is concerned, existing domestic, regional, and international human rights institutions provide
already familiar fora for vulnerable groups and their representatives to navigate and make themselves heard.

Moreover, even with the aforementioned enforcement problems, IHRL, or to be more specific, a domestic legal regime that is
informed by IHRL, is nonetheless superior to a corporate ethics-driven system, as discussed in a previous section in part because
corporate ethics are either too general and vague or encapsulate a narrow view of ethics that do not take into account the
complexity and diversity of the world that Al-based technology would serve and affect. In other words, corporate ethics, while
important, do not go far enough. Ethics statements represent a corporation’s voluntary attempt to establish ethical boundaries
for its products and services. Another more cynical view of these statements is that they represent corporate attempts at ethics
theater. That is, a corporation might adopt a practice that it pays mere lip service to or even fabricate its interest in observing
responsible practices when it comes to developing Al technologies. In any event, while the incorporation of these ethical
principles, such as fairness or explainability or concern for user privacy,” is important and perhaps even ultimately beneficial
to the consumer, it operates largely on the technical level of Al governance. On its own, more often than not, it does not concern
itself with broader, structural issues. Perhaps one exception is Cisco Systems, one of the world’s biggest manufacturers of
networking hardware, and its Human Rights Position Statements, which unusually catalog the human rights impacts of Al in
accordance with specific provisions of the Universal Declaration of Human Rights. According to the statement, well-designed
Al, for instance, can help companies address challenges such as hate speech and child exploitation imagery, although it can
also put at risk an individual’s right to freedom of expression.”* More importantly, it lays out concrete steps that the company
is taking in order to mitigate or address those risks, including facilitating increased dialogue between the technical professions
and the human rights community. At the least, this is a good illustration of how corporate ethics statements and IHR can be
mutually reinforcing.

Finally, IHRL not only can help define terms but, more importantly, engage in the organized coordination of an increasingly
complex web of corporate ethics statements, national Al strategies, as well as more comprehensive Al governance principles
issued by private think tanks and public—private partnerships. It provides an overarching framework for redress and
accountability, as well as the necessary institutions that have the power to investigate, monitor, and address human rights issues
that arise from the use of Al-powered applications. Making room for IHRL thus obviates, even if it cannot entirely address,
many of the problems associated with the privatization of Al governance in particular and digital governance in general.

1. Why Not International Human Rights Law?

Given the ubiquity of the calls for the application of IHRL or a human rights approach and the apparent necessity for these
calls, it might seem odd to consider the question of the limitations of IHRL. But it is important to acknowledge first and
foremost that IHRL is not a panacea for any ills that relate to the use of Al-based technologies. Even as we recognize that IHRL
is an integral piece of digital constitutionalism, it will be helpful to consider the ways in which IHRL will not get us to the
desired outcome in matters of general Al governance and thus temper our expectations as to its promises.
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a) Problem of Enforcement

As one might have surmised from the voluntary nature of the human rights obligations of these transnational corporations,
enforcement of these obligations can be a challenge. Despite lip service paid to the importance of incorporating human rights
in their business practices, it is not unlikely to expect that corporations will prioritize their commercial interests over human
rights obligations in cases of conflict. So, what happens in the case of a breach? Domestic litigation is the most familiar remedy.
In the United States, there is, at present, a small body of case law where public interest groups or lawyers have sued the
government for the deployment of Al-based systems.”? For example, in Arkansas Dept of Human Services v. Ledgerwood, the
State of Arkansas introduced an algorithm that drastically reduced nursing care in a disabled home in order to save money. As
a result, severely disabled Medicaid recipients were left alone without access to food, toilets, and medicine for hours on end. A
federal court enjoined the use of the algorithm. In the UK, a British court recently ruled that the use of facial recognition
technology (using datasets trained by Al) by police has violated human rights and data protection laws, although it did not
suspend the use of all such technology.”™

But this remedy is unavailable outside of jurisdictions with robust legal systems or when the effects of these applications are
felt in places where legal remedies are illusory. The truth is that there is no global governance framework for the use of these
kinds of technologies, save for voluntarily-adopted corporate ethics codes. IHRL is also quite limited in this regard. Beyond an
ability to stigmatize, international enforcement is nonexistent, although regional protection schemes such as the European
human rights regime might fare better. For example, if it is the case that some technology companies have been proven to be
engaged in systematic human rights violations, say, SenseNets in the case of facial recognition to police Uighur Muslims in the
Xinjiang Province of China, then there is no clear legal remedy, save for mobilizing public opinion against the practice or the
technology. Another example is the use of automated technologies in the border control and migration management context,
which subjects mostly stateless persons and refugees to human rights violations, particularly in providing advanced tools to
strengthen existing unlawful border control practices.” In November 2020, the UN Special Rapporteur on Contemporary
Racism and Xenophobia published a report on how these technologies are being deployed to advance xenophobic and racially
discriminatory ideologies.” The report noted a “trend in immigration surveillance where predictive models use Al to forecast
whether people with no ties to criminal activity will nonetheless commit crimes in the future.”’® Finally, another report by the
UN Special Rapporteur on Extreme Poverty released in October 2019 highlighted the use of Al-based applications in facilitating
a move toward “a detached bureaucratic process and away from one premised on the right to social security”’’ in the
administration of social welfare programs. It noted that the World Bank and regional development organizations have promoted
the use of digital identity documents as part of the embrace of the digital welfare state without taking into account privacy and
cyber-security concerns. In these cases, especially in countries located in the Global South, the problem of international
enforcement, as in the previous examples, will appear once again.

This is not to suggest that IHRL is completely ineffectual but rather just more limited than widely assumed in its ability to bring
about particular desired outcomes. As renowned human rights lawyer and scholar Philip Alston wrote:

we need to reflect on how better ensure effective synergies between international and local human rights movements. ...
There will be times when only international groups can function effectively; but there will also be situations in which
exclusively international advocacy will be ineffective and perhaps counterproductive.”

IHRL provides both with the necessary vocabulary and institutions to carry out their respective advocacies. Whether this
suffices remains to be seen.

b) Inability to Effect Structural Change

The inability of human rights to effect structural change has been a subject of perennial academic scholarship. A constant
feature of this critique is the emphasis of human rights and IHRL by extension on the redress of individual rights, thus eliding
and, in some cases, even exacerbating systemic problems such as material inequality.” Particularly, discussions of inequality
in IHRL are often confined within socioeconomic rights litigation and the resulting outcomes. Likewise, the problem of racism
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has been narrowed down to the harm of racial discrimination, which reflects the impoverished state of contemporary
discourse.®

In the context of the human rights and Al discussion, it is easy to see how one can fall into a similar trap by looking at ways
the current literature focuses on the individual human rights impact of Al-based applications. To be sure, one can start from the
principle that an individual right is fundamental, say, the right to health, and use that as a basis to construct a human rights-
informed framework, say, building institutions and accountability mechanisms to promote and protect that right. More often
than not, however, the language and structure of human rights itself—and this goes as well for the abovementioned critique on
the lack of effectiveness—hampers efforts that are aimed at systematic changes. The way that human rights litigation at both
the domestic and regional court levels has unfolded in different parts of the world, for example, with respect to the right to
medicine,® has, indeed, for the most part, ignored the larger structural forces that eventually undermine the needs of the global
poor. Studies have shown, for example, that social rights enforcement in the Global South has tended to benefit middle- or
upper-class groups rather than the poor.®2 Part of the problem is that human rights—as law, discourse, or practice—has evolved
to be understood as premised on the free market assumption that IHRL is intended to protect the inherent dignity and autonomy
of individuals. Thus, as Barrie Sander observes in the context of social media governance,® such conceptions tend to adhere to
a form of abstract individualism that neglects power asymmetries between individuals and other more powerful actors in the
relevant ecosystem. Litigation involving Al-based facial recognition systems such as that used in the British case of Bridges
often features a right to individual privacy or a right to private life (under Section 8 of the European Court of Human Rights)
that can be used as a shield against unjustified state intrusion, but it fails to capture the bigger picture shaped by a surveillance
economy, which enables the ubiquity of this technology.®* Another example involves the use of Al in digital welfare systems
that are already in use in a number of countries, where pursuing the right to social security, for example, or the right to fairness
in government decisions for access to social benefits can detract from criticizing the broader neoliberal edifice within which
these digitized welfare systems are built.®°

A counterpoint is that it is not impossible to make IHRL compatible with a more structural understanding of it, that is,
characterized by an openness to positive state intervention to safeguard public and collective values and one that tries to take
into account imbalances of power in a given ecosystem.® Thus, awareness of the broader ecosystem in which an affected right
operates is key for courts and other authoritative interpreters of laws and regulations, especially as it involves new or emerging
technologies. Last December 2021, the Canadian federal privacy commissioner, as well as three provincial privacy authorities,
ruled that Clearview AI’s facial recognition technology resulted in the mass surveillance of Canadians and, thus, violated
federal and provincial laws governing personal information.®” Clearview Al, a US company, rejected the view that Canadian
laws applied to it because it has no connection to Canada and that consent was required because the information they gathered
was publicly available. But Canadian regulators rejected this argument because they found that the company had actively
collected images of Canadians and marketed its services to law enforcement agencies in Canada.®® This ruling showed the
possibility that IHRL can concern itself with more than just individual rights. Indeed, the notion that human rights can and do
produce structural effects insofar as requiring institutional changes on the part of the relevant state-party has already been
recognized in a number of cases decided by the European Court of Human Rights, most notably with respect to the right to life
and the prohibition of torture or inhuman/degrading treatment.%®

c) The Problem of Cooptation

If Al-based systems are indeed what Ari Waldman argues to be “social, political and economic expressions of neoliberal
managerialization,” that is, borrowing from Julie Cohen,®® an organizational system of public or private governance that
prioritizes freedom and efficiency above all other values, then IHRL is not going to be the emancipatory tool that its advocates
might expect that it is. Rather, it is easily coopted into an ethos that prizes efficiency and market solutions onto social problems,
which can then be tracked and monitored by certain indicators. Indeed, some observers argue that IHRL already sits comfortably
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alongside the inequalities that such an ethos generates.®? One such mechanism in the toolkit to monitor and assess human rights
compliance is the use of indicators. A likely risk is that superficial compliance with these metrics and the achievement of
“having been measured” could become an end in itself while the underlying social reality is ignored. In addition, as Yarden
Katz writes, Al creates and promotes a governance-by-numbers regime that offers several opportunities for manipulation and
control.®

In the field of corporate accountability and human rights, for example, the Global Reporting Initiative (a framework that
incorporates legal standards such as UN international human rights conventions for corporations to report on their
environmental, social, and economic performance) has been criticized for promoting box-ticking compliance, transferring
decision-making authority to third-party technical experts that has since become an assurance industry, and the distortion of
public values into numbers.®* For instance, consider the Bisha mining facility in Ethiopia operated by Nevsun Resources, a
Canadian mining company. Nevsun has a corporate human rights policy that incorporates the UN Guiding Principles on
Business and Human Rights. In 2015, an external auditor carried out a human rights impact assessment (HRIA) at the mine and
concluded that “the risk of child labor at the Bisha mine is remote.”®® But these impact assessments can easily be a matter of
lip service. In 2020, the Canadian Supreme Court rejected Nevsun’s argument that Eritrean employees alleging torture should
pursue their claim in Eritrea, thereby opening the doors for the parent company to be sued for human rights abuses in Canadian
courts.®

Surveying the current Al regulation literature, there has been much discussion on the conduct and use of human rights impact
assessments or, to be more specific, algorithmic risk assessments as part of a due diligence process to evaluate the risks ex ante
and ex post of an Al-based system or even as part of technical efforts to bake human rights considerations into the design of
these technologies.®” In 2019, the UN human rights commissioner stated that “the risk of discrimination linked to Al-driven
decisions — decisions that can change, define or damage human lives — is all too real. This is why there needs to be systematic
assessment and monitoring of the effects of Al systems to identify and mitigate human rights risks.”%® Indeed, algorithmic
auditing conducted by third-party companies is a popular policy suggestion nowadays to counteract possible charges of bias,
even though this route has well-documented cautionary tales.*® Al registers employ a similar concept and contain information
on how and where cities are using Al/ML, which data and algorithms they use, and what ethical principles are employed to
mitigate biases and risks.’® If used effectively, these assessments can indeed offer a number of benefits, such as measuring
accountability to existing standards and norms, assess compliance with policies and specific targets, and evaluate performance
with respect to stated objectives. Such an impact assessment can help decision-makers before deploying Al-based surveillance
systems (e.g., those used for the prevention and detection of crime)°* by taking into account the different considerations courts
themselves use in evaluating compliance with prevailing human rights instruments. They can also facilitate an efficient
processing of information by reducing the costs and resources devoted to decision-making.

That said, subjecting Al to scrutiny and evaluating whether its design or implementation violates certain rights makes it
susceptible to the same risks associated with the audit culture endemic in the structure of IHRL. Technology companies may
satisfy themselves with producing human rights-compliant products in accordance with some predetermined metrics. To
illustrate, Facebook commissioned an external auditor to conduct an HRIA of its operations in Myanmar as a result of a UN
investigation that concluded that the social media company had played a “determining role” in stirring hate against the Rohingya
minority.1% Predictably, the HRIA concluded that Facebook did not cause or contribute to any human rights harm in the country.
But researchers Mark Latonero and Aaina Agarwal found that the HRIA did not adequately assess the most salient human
rights impacts of Facebook’s presence and product in the country, although they nevertheless recognize the value of HRIAs in
addressing the consequential risks and impacts of Al-based systems, recommending that these assessments should feature
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analysis that encompasses both technical and social factors.'® Moreover, as this example shows, this audit culture makes it
possible that the very actors that are supposedly regulated by an external authority end up regulating themselves, which
substantially weakens the regulatory power of such a regime.1%

While it is clear that the use of algorithmic human rights impact assessments can help identify and evaluate risks, establish
strategies to mitigate those risks, and help articulate the rationale for the automated decision-making system,% what is not so
obvious is that they can also be gamed so as to enable decision-makers to wash their hands of the result. That is, even if they
do work as intended, the bigger concern is that it can also be mobilized as a justificatory digital trail to push back against claims
of unfair harm from those adversely affected by the algorithm. Thus, a focus on documentation and process can mistake these
metrics for actual compliance and, thus, obscure the underlying substantive values of fairness, equality, and human dignity that
can be eroded by the large-scale use of these systems. This means that expanding the use of indicators can submerge questions
of political struggles over what human rights mean and what constitutes compliance into technical questions of measurement.
Such a governance-by-numbers approach makes any reliance on IHRL as a means to effectively regulate Al, in some cases,
arguably as weak as relying on self-adopted ethics codes notwithstanding the veneer of law. In any case, the debate over these
assessments does not even address the first-order question of whether some of these Al-based systems should be built in the
first place.1%

Conclusion

Rules do not get developed or implemented in a vacuum but rather arise from particular political, social, and cultural contexts.
If we want to understand Al development not simply as an American, Canadian, or European project but rather ultimately as a
global one but with local approaches, then the question of how the concomitant rules are formed to govern it should be seen in
a similar light. The biggest contribution of IHRL is to allow for these kinds of localized approaches to be developed while
providing a general framework for some kind of global coordination. For better or worse, the human rights frame as the principal
language of global justice informs and will continue to inform many of the current and future debates on Al regulation and
governance around the world. In the past four years alone, there has been an explosion of calls for the design and implementation
of algorithms to respect human rights from different sectors. Civil society organizations, grassroots advocacy groups, and many
of those critical of the increasing power of tech companies, as well as their corresponding lack of accountability, principally
wield their arguments in the language of human rights, as do technology companies who profess fealty to human rights in the
design of their products. Thus, it is imperative that technologists, engineers, philosophers, and other stakeholders in the Al
space are knowledgeable about its power, possibilities and, more notably, limits.
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