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Abstract

The global response to the tuberculosis (TB) epidemic is generating copious amounts of personal health data. The
emerging emphasis on the use of active case finding and digital adherence technologies in the TB response will
increase the amount and expand the kind of data produced and used by public and private health officials. The
production of personal data in high TB burden countries, in particular, must be considered in light of their colonial
histories. In doing so, we argue that interventions to eliminate TB at global and national levels are ushering in a new
era of data colonisation and surveillance in the name of public health. This, in turn, raises critical concerns for the
human rights of people affected by TB, many of whom belong to vulnerable or marginalised groups. We examine the
normative and legal content for a set of international human rights critical to the TB response, highlighting how each
right implicates the production and use of personal health data. We also demonstrate that these rights are, by and
large, enshrined in the constitutions of each high TB burden country. Finally, we use these rights to analyse active
case finding and digital adherence technologies to pinpoint their unique data risks and the threats they pose to the
human rights of people affected by TB.
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Introduction

In the digital age, more data is accessible than ever before. This data has allowed us to innovate, connect and predict things that
have historically been impossible on a large scale. While the field of mass data generation has been undulated with praise,
critics have also begun to highlight the consequences and costs of handling data privacy and storage both for organisations and
individuals.! A growing literature has begun recognising the larger meanings of ethics and data privacy, commodifying data
for sale and ownership, data for market research and data transparency and consent. This creates a complex new terrain where
differing interests in the new data economy are weighed against each other. Much like data collection and traditional public
health measures, this requires a sort of balancing act between the individual and public interest, which logically extends to
balancing individual and institutional power.? Exemplifying the ethical quandary of the mass data era are the questions of who
actually owns personal data and how that data changes the social landscape.® Some scholars argue that individual data should
be treated as labour, the possession of users that should primarily benefit their owners, and not capital to be collected by firms
as ‘exhaust’ from online consumption.* However, these arguments tend to focus on individuals as consumers and voluntary
participators in the Western world of data. Data applications in the modern world have broader consequences when applied to
institutional control of particularly sensitive data about less voluntary participants. When it comes to personal health data and
infectious disease among more vulnerable populations: do people own their own data? What does ownership mean in the
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context of public health, when governments have a legitimate interest in personal health data? Can we truly protect vulnerable
groups from the negative externalities of public health surveillance with existing data security protocols and privacy
protections?

These questions become particularly important in the face of one the most devastating, stigmatised and enduring diseases in
the modern world. The tuberculosis (TB) epidemic continues to affect countries all over world, killing more people per year
than any other infectious disease.® Over 10 million people per year become sick from TB, and some studies estimate that one-
quarter of people in the world have the TB infection.® In India, an estimated 354 million people have latent TB that could
transition into active TB disease.” Importantly, the burden of TB is not felt equally across the world. The highest burden TB
countries identified by the World Health Organization (WHO) cluster in India and sub-Saharan Africa, and TB
disproportionately afflicts vulnerable groups who suffer from a myriad of other illnesses and social and economic
disadvantages.?

As governmental and non-governmental agencies implement TB prevention, diagnosis and treatment programmes, they are
simultaneously producing large amounts of data about people affected by TB. The generation of data and the subsequent
surveillance of these geographies is not new, as research has demonstrated by extending colonialism metaphors to underlying
data commodification of individuals in postcolonial contexts around the world.® We investigate this data postcolonialism
through two key parts of the global TB response—active case finding (ACF) and digital adherence technologies (DATs)—to
understand and examine how human rights can be violated through data collection, control and commodification. We then
analyse ACF and DATSs to illuminate their inherent data risks and the threats they pose to the human rights of people affected
by TB.

Vulnerable Groups in the Big Data Economy

Despite the supposed objectivity of data en masse, big data is vulnerable to errors, it can be inflexible, and it has the potential
to discriminate.'® There are a variety of risks inherent to data storage and use, in that ‘transparency, flexibility, and
accountability are needed for assessing appropriate, judicious, and ethical data uses and users, as some are more compatible
with societal norms and values than others’.* While concerns about data are likely to be amplified in the increasingly digital
future, including through the industrial application of artificial intelligence, we have robust historical evidence that data can be
used to the disadvantage of individuals and groups. In the United States, data has been used to unfairly discriminate against
certain groups of people when it comes to obtaining credit, employment and housing.*?> A White House review confirmed that
big data can be used in this way, not just by businesses but also by government agencies.*® This demonstrates that the wide
spectrum of data stakeholders—in private and public sectors—have the potential to adversely affect individuals.

We also already know that private citizens are particularly concerned about data use in health contexts. A study by Lofters et
al. found that nearly half of adults in the United States do not think hospitals should even collect individual-level
sociodemographic data for fear of discrimination.!* Even when data is originally tracked by the patient, research shows that the
data has been used for other purposes by researchers, governments and other actors.'® Lofters et al. reports that fear of data
misuse was particularly salient among those who had previously experienced some form of discrimination or belonged to a
minority group.*® Indeed, we have historic and contemporary examples of these fears being realised. For example, people living
with HIV have long experienced stigma and discrimination as a result of breaches to their personal health data.” Courts around
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the world have recognised this concern by upholding robust protections for the right to privacy in one’s HIV status.'® They
have even blocked efforts by governments to create lists of children living with HIV for the purposes of public health outreach.®
Among other things, these cases demonstrate the role the law and courts can play in regulating health data through the protection
of human rights.

In this work, we focus on a particular group of countries with high TB burdens (see Table 1) as identified by the WHO’s 2019
Global Tuberculosis Report. These 14 countries appear on all three of the WHO’s high TB burden lists, for drug-sensitive TB,
multidrug-resistant TB and TB/HIV co-infection. These 14 nations alone make up 63.41 per cent of global TB burden, with 6.3
million cases of TB for the period of 2016-2020.%°

Table 1: High Burden TB Countries and Estimates of TB Burden (in thousands)

Country Population TB Estimate
Angola 31,000 109
China 1,430,000 866
DR Congo 84,000 270
Ethiopia 109,000 165

India 1,350,000 2,690

Indonesia 268,000 845
Kenya 51,000 150
Mozambique 29,000 162
Myanmar 54,000 181
Nigeria 196,000 429
Papua New Guinea 9,000 37
South Africa 58,000 301
Thailand 69,000 106
Zimbabwe 14,000 30

Source: Data from WHO, Global Tuberculosis Report.

In these countries, as well as in countries with low TB burdens, particular groups are more vulnerable to TB than others.
According to the United Nations (UN) Stop TB Partnership, key and vulnerable populations for TB include the rural and urban
poor, prisoners, mobile populations, children, miners, people living with HIV, people who use drugs, indigenous peoples and
healthcare workers.?! People in these groups are more vulnerable to TB due to environmental risks, biological susceptibility,
behavioural factors and/or limited access to TB prevention, testing and treatment services.?? People in these groups also
experience other social, political and economic disadvantages, and they suffer from relatively high rates of TB even in wealthy
countries like the United States.

Data Neocolonialism

Important considerations about data control occur at the intersections of agency and data ownership and surveillance. When
individuals do not control their own private data, especially as it pertains to their health, they experience a loss of agency.
Blurring the lines between volunteering data and data collected through mandatory surveillance, including for public health
purposes, serves to commodify the human body as a data resource. This massive data collection infrastructure has
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20 \WHO, Global Tuberculosis Report, 24.

2L Stop TB Partnership, “Data for Action for Tuberculosis.”

22 Stop TB Partnership, “Data for Action for Tuberculosis.”

109



Volume 2 (1) 2020 Albrecht and Citro

transformative power in our globalised society. As explained by Olleros and Zhegu, ‘a critical element of the transformative
power of digital technologies is their rising capacity to datafy all aspects of life on this planet’. %

By considering colonialism as both an economic enterprise and a way of colonising knowledge, it is easy to see how data
becomes a valuable resource.?* Data commaodification can be traced to underlying systems of oppression and control using this
extended metaphor to colonialism, particularly as the development of ‘data regimes’ emerge as uneven across the globe.? In
this way, data gathering is ‘data colonialism through accumulation by dispossession’, or the colonisation of digital and
subsequently physical space by accumulating the data comprising the commodified individual.2® Importantly, many of the rules
and regulations surrounding data collection and dissemination in these contexts are not generated within the postcolonial,
Global South context. Instead, large multinational organisations, including private corporations based in the Global North, enter
the digital arena and create structures of data gathering that affect people within the postcolonial space.

In other words, big data further exacerbates and entrenches postcolonial structures through the appropriation of an increasingly
valuable resource—personal data. In their 2018 article about how data collection can constitute postcolonialism, Couldry and
Mejias explain that ‘we are often told that data are the new oil. But unlike oil, data are not a substance found in nature. It must
be appropriated’.?” Just as the labour and natural resources of indigenous populations were appropriated by colonial powers,
the personal data of the people living in these postcolonial contexts is now being appropriated by private corporations,
international organisations and their own governments through the collection of personal data, including health data through
public health surveillance.

Notably, all but two of the high burden TB countries in Table 1 have a colonial legacy (see Table 2). These histories of social
and political oppression, the appropriation of labour and natural resources, and cultural eradication cannot be ignored in an
examination of contemporary data control and surveillance of TB key and vulnerable populations in these countries. This is
particularly so as many of these countries are still characterised by deeply unequal social and economic structures rooted in
their colonial histories. Even if we assume that the intentions to identify people with TB are made purely in good faith, to treat
and cure them (for which there is evidence to the contrary?®), the result is elevated data generation, control and surveillance of
vulnerable people living in postcolonial contexts by national governments and multinational organisations.

We note here the recent coordination between the WHO and big tech companies in the WHO’s effort to curb the spread of
disinformation and falsehoods around the coronavirus outbreak in China, which has quickly become a global pandemic. The
New York Times reports that a WHO social media officer and her colleagues had been in contact since the outbreak began with
‘the world’s biggest and most powerful disseminators of information’, including Google, Facebook and Twitter, with plans to
engage Amazon, Uber and Airbnb.?® While the aim to combat the spread of falsehoods and promote the dissemination of
accurate information about the dangerous virus is critically important, the entanglement of the WHO and tech companies that
produce and commodify massive amounts of personal data prompts at least two serious concerns. First, trusting big tech
companies to fight the spread of falsehoods raises red flags given their involvement in disinformation campaigns during recent
elections and in conflict zones around the world, and their use by authorities to suppress speech in authoritarian regimes.*°
Second, there is a risk these relationships may transform from the spread of accurate information important for public health to
the sharing of personal data among big tech companies and the WHO or national public health authorities, allowing for
expanded public health surveillance and the production of enormous amounts of personal health data.

2 QOlleros, “Data Transformations,” 3.
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Ombudsman, Office of Public Defender of Peru, Opinion on the Enjoyment of the Subsidy of the National Programme of Solidarity
Assistance: Pension 65 Conditioned on the Adherence to the Treatment of TB, Informe de Adjuntia No 31-2017-DP/AAE (2017)
(addressing the suspension and removal of elderly, poor people with TB who stop their treatment from receiving a public subsidy in the
form of cash assistance under the Pension 65 Programme of the National Programme of Solidarity Assistance).
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Table 2: Colonial History of High TB Burden Countries

Country Colonial Powers Year of Independence
Angola Portuguese 1974
China = -
DR Congo Belgium 1960
Ethiopia Occupied by Italy 1941
Dutch, Danish, French,
India Portuguese, British 1947
Portuguese, Dutch,
Indonesia French/British, Netherlands 1949
Kenya British 1964
Mozambique Portuguese 1975
Myanmar British 1948
Nigeria British 1960
Papua New Guinea British, Dutch, Australians 1975
South Africa Dutch, British 1961
Thailand - -
Zimbabwe British 1980

Active Case Finding and Digital Adherence Technologies

To more concretely examine the unique risks tied to data in the global TB response, we define and illustrate data risks and
human rights concerns associated with two key interventions: ACF and DATS. First, we describe these two strategies and
consider their effectiveness and related concerns. Next, we present the normative and legal content of a set of human rights
critical to the TB response, highlighting how each right implicates the production and use of personal health data. Finally, we
apply these human rights to ACF and DATSs to highlight the threats they pose to the human rights of people affected by TB.

Active Case Finding

The recent mantra of the global TB response is to ‘Find the Missing Millions’.3! Around 10 million people per year contract
TB, but only 6 million are identified. The remaining 4 million are the so-called missing millions.®? In theory, finding people
affected by TB is good for everyone, as people who have been identified can start treatment, receive counselling and stop
spreading the disease.

Efforts to identify the ‘missing millions’ are being intensified in the midst of a paradigm shift from ‘passive’ to ‘active’ case
finding. ACF is often referred to as ‘systematic screening’, an organised process initiated by healthcare providers to identify

31 Chin, “Finding the Missing Tuberculosis Patients,” S675.
32 WHO, Global Tuberculosis Report.
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people with TB outside health facilities. This is in contrast to ‘passive case finding’ in which people who are sick seek medical
attention at a health facility and are then diagnosed with TB. This means that public health systems in high burden TB countries
are proactively working to identify, test and treat millions of people with TB. The WHO has advised against mass screening
for TB for decades, so for now ACF is only recommended for use for TB key and vulnerable populations.®® These populations,
as noted above, comprise socially, economically and culturally disadvantaged groups in all the countries where they are found.
As a result, through ACF, public health authorities are collecting, storing and eventually processing massive amounts of data
on millions of vulnerable people affected TB, as well as the communities where they must be found.

In light of this, we highlight that public health initiatives often create government records or even spread information throughout
communities in the name of protecting populations. For example, in Kenya, lists were kept by the President’s office that
identified children living with HIV.** Under the auspices of public health, compromising personal health information like this
may be exposed and distributed beyond individuals and their medical advisers. Even when data is not intentionally curated or
spread, finding and identifying people inherently generates data and creates risk.

DOT v. DAT

The dominant treatment paradigm for TB since the early 1990s is Directly Observed Therapy (DOT). The strong form of DOT
requires people with TB to go to a health facility so a healthcare worker may observe them take their medication, particularly
during the two-month intensive phase of the six to ninth months treatment. Facility-based DOT causes social and economic
hardships for people with TB, including costs associated with travelling to a clinic, income or employment loss due to missed
work, stigma and discrimination from recurring visits to a TB clinic, and the paternalism and lack of respect for autonomy
inherent in the DOT approach.®® Moreover, evidence indicates DOT does not improve adherence to TB treatment or treatment
success rates.*® The dominance of DOT has also come with an opportunity cost. The myopic, global focus on the DOT strategy
overlooks and de-prioritises other alternatives that may better promote treatment adherence and success through, for instance,
treatment literacy. As a result, there is a lack of treatment options that respect and promote the agency of people with TB,
involving them in health decision-making processes and providing them with comprehensive and accurate information about
TB and its treatment.

In an effort to solve these problems, a paradigm shift is underway in TB treatment using DATS. In the TB context, DATs often
entail ingestion of TB medication with some sort of digital prompting or monitoring. Practically speaking, this means that
people with TB need not go to a health facility every day to take their medication. Instead, they might film a video or be watched
in real time taking their medicine by a healthcare worker by streaming a video from their phone. DATSs also include ingestible
electronic sensors that collect and send digital information about a person’s treatment to health authorities.

While DATs may alleviate the disadvantages caused by requiring people with TB to travel to health facilities simply to take
their medicine, they result in the production of a digital data record of their treatment, including whether and how they have
complied with the treatment during the six to nine months regimen. Table 3 (below) lays out a variety of DATSs being considered
or currently used for TB treatment, using the classification scheme outlined in recent meta-analyses of TB treatment strategies.%’
The table also notes the inconsistent evidence demonstrating that DATS are not necessarily any more effective than traditional
DOT in promoting treatment adherence and improved treatment outcomes.

33 Stop TB Partnership, “Stop TB Field Guide 1.”; WHO, “Systematic Screening for Active Tuberculosis,” 1-2.

34 KELIN v. Cabinet Secretary-Ministry of Health, High Court of Kenya at Nairobi, [2016] eKLR Petition 250 of 2015.

35 TB Care I, “International Standards for Tuberculosis Care,” 39; Gebremariam, “Barriers and Facilitators of Adherence to TB Treatment,”
5.

3 Pasipanodya, “Meta-Analysis of Self-Administered vs Directly Observed Therapy,” 28; Volmink, “Directly Observed Therapy for
Treating Tuberculosis,” 5.

37 Ngwatu, “Impact of Digital Health Technologies on Tuberculosis Treatment.”
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Table 3: Directly Observed Therapy (DOT) v. Digital Adherence Technology (DAT)

Studies of
Category Description Advantages Disadvantages Effectiveness
Requires participant
Cheaper than to travel to medical Balasubramanian

Directly Observed
Treatment

Digital Adherence
Technology

Video Observed
Treatment

Medication
Monitors

Short Messaging
Services

Hybrids

Wirelessly
Observed Therapy

Requires a medical
professional or other
person to watch and
record medication
ingestion

Uses one of a number
of digital technologies
to facilitate observation
of medication ingestion

Patients record a video
(itmay be a
synchronous or
asynchronous video) of
medication ingestion
that is verified by a
medical professional

A ‘smart bottle’
records how often it is
opened and the
remaining quantity of
pills and reports the
results to a medical
professional

Uses text message-type
reminders to instruct
patients to ingest
medication. May allow
for one-way or two-
way communication

Combines SMS and
MM strategies

Requires patient to
ingest a wireless
sensor, wear an
external patch and use
a paired mobile device.
The internal sensor
senses when
medication is ingested
and reports to a
medical professional.
In some cases,
participants receive
SMS text or phone
calls within 24 hours of
non-adherence

conventional
hospital stays,
higher success
outcomes for
treatment

Often less cost to
patient than DOT,
easier to implement
in remote locations

More feasible in
resource-scarce
settings

Less active work
required on part of
participant, positive
effects on treatment
adherence and cure
rates

Enhanced
communication can
strengthen
relationships
between patient and
provider, reminder
might prompt
medication ingestion

Reduction in missed
doses from either
strategy alone

Accuracy
comparable to DOT,
improvements in
daily adherence,
favoured by
participants, costs
substantially less
than DOT—cost at
36% of a 7-day DOT
for facilities and 4%
of 7-day DOT for
individuals

facility daily, might
not be scalable,
difficulties of
participation may
deter patients and
decrease success
rates

Are not necessarily
any more effective
than DOT in
promoting treatment
adherence or
treatment outcomes
Some studies found
no statistically
significant
improvement in
treatment outcomes
over DAT, requires
patients to use
technology
extensively

Possible to tamper
with, requires
dispensing of
technology

Use of SMS showed
little to no
difference in the
number of TB
medication doses
ingested compared
to DOT

Deployment of
multiple systems,
could still mislead
MM

Frequency of
adverse events
(rashes, nauseas) as
high as 10%,
numbers that need
to be directly
compared to DOT
and other methods

et al. 2000; Floyd
etal. 1997;
Kamolratanakul
et al. 1999; Khan
et al. 2002

see below

Chuck et al. 2016;
Nguyen et al.
2017; Wade et al
2012

Broomhead &
Mars 2012; Lui et
al. 2015

Bediang et al.
2014; Iribarren et
al. 2013; Lui et al.
2015; Killian et al.
2019; Mohammed
etal. 2016

Liu et al. 2015

Au-Yeung &
DiCarlo 2012;
Belknap et al.
2013; Browne et
al. 2015; Slomski
2019
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Rather than a truly unique alternative to DOT, DATS represent a trojan horse. They purport to offer a new, more effective
treatment paradigm, but they essentially dress up DOT in new digital clothes while producing enormous amounts of data on
the people with TB who use them. These new types of data records are characterised by heavy surveillance via video records,
digital trace records and ingestible sensors. As the use of DATSs has been scaled up, so has the use of progressively more
intrusive technologies.®® Wirelessly Observed Therapy is the clearest example of this. For these technologies to work, patients
have to swallow a device that collects data on their actions while it sits inside their bodies. If used for a large number of patients,
the end result of Wirelessly Observed Therapy would be widespread electronic monitoring of a whole range of patient
behaviour, not simply whether they are complying with their TB treatment.

DATSs also encompass a broader array of approaches to TB treatment, beyond video or physical medication ingestion. In the
case of a new technology called One Impact, a fully functioning phone application helps individuals manage their own
treatment, and also helps them find support groups and build support systems.*® This more holistic approach to using digital
technology to improve treatment adherence and outcomes is laudable. However, there is currently insufficient information
available about what happens to the data generated within the application, including how and where it will be stored, who will
have access to it, and why and what security protocols will be used throughout the electronic network.

Human Rights

In 1948, in the aftermath of the Second World War, a diverse range of experts came together to author the UN Declaration of
Human Rights.“® While the originators of this document did not necessarily agree on the philosophical underpinnings of the
Declaration or its substantive content, they did come to consensus on the universality of human rights.** As a result, human
rights represent a global consensus with great normative power, but they are also legitimated in law at international, regional
and national levels. For example, the rights in the UN Declaration of Human Rights were later codified under international law
in a series of treaties, most importantly the International Covenant on Civil and Political Rights (ICCPR) and the International
Covenant on Economic, Social and Cultural Rights (ICESCR). Moreover, all the national constitutions in the world include
sets of these international human rights, sometimes employing the same language and interpretations. And, as Table 4
demonstrates, the human rights we highlight in this section as especially important for the TB response are, by and large,
enshrined in the national constitutions of the WHO high TB burden countries listed in Table 1.

Human rights and their content, therefore, provide an action-guiding tool for reform borne of international law and global
consensus, including in big data and TB. In the context of the global TB response, recently, the Declaration of the Rights of
People Affected by Tuberculosis, sponsored by the UN Stop TB Partnership, clearly links international human rights to the
fight against TB. The Declaration comprises a list of human rights contextualised for TB and claimed by people affected by
TB around the world through the document.#? In the context of health data, the UN Special Rapporteur on the Right to Privacy
recently published a series of recommendations for the protection and use of health-related data.*® They include detailed
guidance based on human rights law for, among other things, health-related data in the context of intersectionality, gender and
people living with disabilities, mobile devices and systems, artificial intelligence, health-related algorithms, data breaches and
big data.

38 See studies cited in Table 3; WHO, “Handbook for the Use of Digital Technologies to Support Tuberculosis Medication Adherence.”
39 One Impact, “Stop TB Partnership: One Impact.”

40 UN General Assembly. UN Declaration of Human Rights.

41 Beitz, “What Human Rights Mean,” 36.

42 Declaration of the Rights of People Affected by Tuberculosis, Stop TB Partnership and TB People (June 2019).

43 Explanatory Memorandum to the Recommendation on the Protection and Use of Health-Related Data, Mandate of the United Nations
Special Rapporteur on the Right to Privacy, Task Force on Privacy and the Protection of Health-Related Data (4 October, 2019);
Recommendation on the Protection and Use of Health-Related Data, Mandate of the United Nations Special Rapporteur on the Right to
Privacy, Task Force on Privacy and the Protection of Health-Related Data (5 December, 2019).
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Table 4: Matrix of Human Rights in Constitutions in High TB Burden Countries

Human Rights Enshrined in National Constitutions

Informed Bodily Non-

Country Health Privacy Confidential. Consent Integrity Information discrim. Liberty
Angola X X X X X
China X X
DR Congo X X X X X X
Ethiopia X X X X X
India X X X
Indonesia X X X
Kenya X X X X X
Mozambique X X X X X X
Myanmar X X X X
Nigeria X X X X X
Papua New
Guinea X X X
South Africa X X X X X X
Thailand X X X X X
Zimbabwe X X X X X X X

Notes: Right to health is enshrined as a right to healthcare.

Here, we present the definition and content of the right to health and its dimensions protecting physical integrity and informed
consent. Next, we consider right to privacy and confidentiality. We then examine the right of people affected by TB to be free
from discrimination. Finally, we consider the role of the right to liberty in protecting people with TB from being deprived of
their liberty in the name of public health. For each right, we highlight relevant implications for the use of big data in the TB
response.

The Right to Health

The right to health provides an important frame for considering the relationship between health systems, the TB epidemic and
data generation associated with people affected by TB. The right to health and its various components establish a system of
health rights based on and extending the reach of medical ethics and norms. The right broadly requires governments to not only
ensure access to good-quality TB services, but also to respect the privacy and confidentiality of people affected by the disease.
In particular, the right to health established in article 12 of the ICESCR includes the right to have personal health data treated
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with confidentiality, and it establishes a core obligation of governments to ensure all health facilities, goods and services are
designed to respect confidentiality.** Guaranteeing informed consent is also a fundamental dimension of the right to health and
requires that public health measures, including TB surveillance, strive for voluntary participation to be fully effective and to
protect privacy. The UN Special Rapporteur on the Right to Health has explained that informed consent is particularly important
for vulnerable groups, including women, ethnic minorities, indigenous populations and people living with HIV.* The right to
physical integrity is also a component of the right to health and establishes the negative corollary of the right to informed
consent—the right to be free from non-consensual medical treatment and experimentation.

The Right to Privacy

The right to privacy in article 17 of the ICCPR includes the right to keep personal information, including personal health
information private. The right to privacy includes the right to confidentiality in healthcare and other health-related settings for
people affected by TB, including during the collection, storage and processing of health data. However, the universe of privacy
is more expansive. While confidentiality characterises the relationship between patients and healthcare workers, privacy
extends to the world and community surrounding the patient. The right to privacy can, therefore, be logically extended to protect
not only the person, but the data representations of that person.

According to the UN Special Rapporteur on the Right to Privacy, States have an obligation to regulate by law the collection
and electronic processing, storage, transmission and disposal of personal information, whether by public or private individuals
or institutions. This regulation must ensure, among other things: that information about a person’s private life is not accessed
or received by people who are not authorised by law to receive, process or use it; that personal information is never used for
purposes incompatible with international human rights law; and that people have the right to delete or erase personal data and
rectify incorrect personal information.*6

The Right to be Free from Discrimination

Stigmatisation and discrimination against people affected by TB occurs in healthcare settings, employment, education, housing
and the family, among other places. The right to be free from discrimination, enshrined in the ICCPR, the ICESCR and other
international treaties, prohibits both direct and indirect discrimination against people with TB, TB survivors and their associates
based on health status, whether perceived or actual. Protection from discrimination requires that sensitive personal health data
not be shared beyond those involved in the healthcare of people affected by TB without the person’s consent to prevent the
data’s misuse or abuse.

Data breaches resulting in the leaking or unauthorised use of personal health data of people affected by TB may lead to stigma
and discrimination. The collection of TB-related data by public health authorities, healthcare providers and others in the
community, such as in homes, at schools or at workplaces, also risks signalling to community members, family, friends,
classmates or co-workers—correctly or incorrectly—that certain people, households or entire communities are affected by TB.
Given the intensity of TB-related stigma and discrimination, the disclosure of TB-related personal data or the signalling that
someone may have TB can lead to grave social and economic consequences. For example, in Peru, regulations implementing
national TB legislation allow for the removal of people with TB who are found to have stopped or interrupted treatment from
a pension programme for the elderly and the poor.*” Similarly, in Mumbai, India, people who interrupt or stop TB treatment
can lose access to a public food assistance programme.®

44 Committee on Economic, Social and Cultural Rights, General Comment No 14, UN Doc E/C.12/2000/4 (11 August, 2000)

45 Report of United Nations Special Rapporteur on the Right of Everyone to the Enjoyment of the Highest Attainable Standard of Physical
and Mental Health to the General Assembly on informed consent, UN Doc A/64/272 (Aug. 10, 2009).

46 United Nations Special Rapporteur, Draft Recommendation on the Protection and Use of Health-Related Data.

47 Letter from Eugenia Fernan-Zegarra, Peruvian Ombudsman, Office of Public Defender of Peru, to Yuri Munoz Martinez, Executive
Director, National Solidarity Assistance Programme (21 November, 2017); Peruvian Ombudsman, Office of Public Defender of Peru,
Opinion on the Enjoyment of the Subsidy of the National Programme of Solidarity Assistance: Pension 65 Conditioned on the Adherence
to the Treatment of TB, Informe de Adjuntia No 31-2017-DP/AAE (2017) (addressing the suspension and removal of elderly, poor people
with TB who stop their treatment from receiving a public subsidy in the form of cash assistance under the Pension 65 Programme of the
National Programme of Solidarity Assistance).

48 Mahesh, “Coercion in the TB Response.” On file with the authors.
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The Right to Liberty and Security of Person

The right to liberty and security of person in article 9 of the ICCPR protects people affected by TB from arbitrary detention.
This includes punitive or coercive detention or imprisonment of people with TB for interrupting or stopping their treatment.
Involuntary isolation of people with TB is justifiable in extremely narrow circumstances when, among other things, a person
with TB is actively contagious, poses a real risk of disease transmission to other people and is unwilling or unable to initiate
treatment or implement infection control measures.*® Despite this, people with TB are detained, imprisoned and isolated against
their will in violation of their right to liberty and security of person.>® Data breaches or the misuse of health data of people
affected by TB in these contexts are particularly dangerous, as they may lead to arbitrary detention and violations of the right
to liberty and security of person.

Human Rights Risks for the Use of Data in Active Case Finding and Digital Adherence Technologies for TB

Here, we demonstrate the relationship between human rights and data production using the two case studies introduced above
for ACF and DATSs. For both, it is critical to note that, while TB is an airborne infectious disease, people with TB are no longer
contagious after two to three weeks of appropriate treatment, sometimes sooner. This is important because legitimate concerns
about disease transmission are no longer relevant after the period of contagiousness is over.

Human Rights Risks for Active Case Finding

The production of big data through ACF to find the missing millions poses serious risks to the human rights of people affected
by TB. The Stop TB Partnership acknowledges this in their Field Guide on case finding with key populations, explaining that
‘even the most well-managed TB case-finding interventions will not succeed if they do not consider structural and [human]
rights-related barriers’.>* The manner in which ACF is done, particularly in vulnerable communities, may violate the rights to
informed consent and physical integrity, as parts of the right to health and core principles of medical ethics. Finding TB cases
involves, in essence, identifying people at risk of TB infection or active TB disease to test them. Ensuring truly informed
consent in these situations is difficult given the objective to find and test as many people as possible, and the information
asymmetry around TB that exists between authorities conducting the intervention and the community members. As a result,
testing for TB infection or TB disease, including the collection of sputum samples, may not always be done voluntarily based
on informed consent.

Data collection during ACF also threatens the rights to privacy and confidentiality and, in turn, to be free from discrimination.
ACF conducted in communities, in homes, at schools or at workplaces risks signalling to community members, family, friends,
classmates or co-workers—correctly or incorrectly—that certain people, households or entire communities are affected by
TB.52 In particular, the clothes, equipment or vehicles of the authorities collecting data may reveal they are testing for TB.
Especially in poor communities, ACF can often mean unfettered access to people’s homes for the purpose of public health
surveillance .5

Data breaches during the storage, transfer and processing of data collected during ACF also pose threats to the rights to privacy
and confidentiality, particularly if effective security protocols are not in place and if personal data is not adequately deidentified.
The non-consensual disclosure of private information about a person’s TB status during the collection, storage, transfer or
processing of data collected during ACF constitutes a violation of the rights to privacy and confidentiality. Non-consensual
disclosures also carry the risk of serious social and economic consequences given the intensity of TB-related stigma and
discrimination against people affected by TB in employment, housing, education, healthcare and the family. The effect of TB-
related stigma and discrimination is especially damaging for women. Women are often more vulnerable to TB-related stigma,

49 Declaration of the Rights of People Affected by TB OR WHO, Ethics Guidance for the Implementation of the End TB Strategy (March
2017); UN Commission on Human Rights, The Siracusa Principles on the Limitation and Derogation Provisions in the International
Covenant on Civil and Political Rights, (1984).

%0 Boggio, “Limitations on Human Rights,” 122; Denholm, “Attitudes Towards Involuntary Incarceration for Tuberculosis,” 155.

51 Stop TB Partnership, “Stop TB Field Guide 1,” 24.

52 Stop TB Partnership, “Stop TB Field Guide 6,” 30.

58 Mahesh, “Coercion in the TB Response.” On file with the authors.
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they may experience stigma at higher rates than men and they experience more severe effects to their family life as a result of
TB-related stigma.>*

Moreover, the fear of stigma and discrimination among people affected by TB can act as a deterrent to health-seeking behaviour,
infringing the right to health. TB-related stigma and discrimination can delay or even prevent a timely and accurate TB
diagnosis and the start of treatment among people affected by TB. Stigmatising and discriminatory treatment also hinders
treatment adherence and completion among people with TB.%

Human Rights Risks for Digital Adherence Technologies

The production, storage and processing of personal data from people with TB through the use of DATS poses serious risks to
human rights. These risks take shape in considering two primary concerns. The first concern is around the amount and nature
of the data collected by DATS. The use of DATSs will produce enormous amounts of digital data about people with TB, in the
primary forms of videos, SMS messages and even statistical information about their bodily functions. All this data, in turn, will
provide secondary data about whether and how people are complying with their treatment, but also about sensitive information,
sometimes gathered incidentally, about where they live, who they associate with, where they travel day-to-day and a myriad of
information about their bodies and bodily functions. The second concern, in light of the first, is about data breaches. That is,
all the sensitive data collected by DATs must be securely stored to be processed and transferred by public health authorities.
However, as most big data holders and producers will note, even with state-of-the-art technology and security protocols, the
concern around a breach in the data—intentional or otherwise—is not if there will be a breach, but when. Even under the best
circumstances, then, the rights to privacy and confidentiality in personal health data will be increasingly threatened by the scale-
up of DATSs due to the amount of data collected and the certainty of data breaches.

Data breaches resulting in the dissemination of sensitive personal data to unauthorised government officials or non-state actors
may result in discrimination against people affected by TB based on their health status in the same ways noted above in the
context of ACF. People with TB, or even TB survivors who have successfully completed treatment but remain in databases of
information collected by DATSs, may lose their employment, education or housing, and they may face stigma and social
exclusion in the families and communities. Even without a breach, the data collected by DATs may be used and misused by
government authorities to discriminate against people with TB who have not fully complied with their treatment regimen. As
noted above, in Peru, people with TB who interrupt or stop their treatment are placed on a ‘defaulters list’ and are removed
from public assistance for the poor and elderly under the Pension 65 Programme of the National Programme of Solidarity
Assistance.>® Also noted above, in Mumbai, India, people with TB who interrupt or stop their treatment may lose access to a
public food assistance programme for the poor.5” In China, people with TB are disqualified from working in government as
part of the civil service until one to two years after they have completed treatment, even though they are not contagious after
just a few weeks of treatment.>®

In addition to discrimination, people with TB who stop or interrupt treatment may be arbitrarily detained, involuntarily isolated
or even imprisoned in violation of their right to liberty and security of person.®® As explained above, involuntary isolation is
only rarely permissible under very narrow and specific circumstances. The production and storage of increasingly large amounts
of data through the use of DATSs will likely increase the misuse of detention and involuntary isolation of people with TB who
interrupt or stop their treatment. Moreover, in contexts in which people with TB from disadvantaged groups are targeted for

54 Baral, “Causes of Stigma and Discrimination Associated with Tuberculosis;” Cremers, “Assessing the Consequences of Stigma,” 3;
Courtwright, “Tuberculosis and Stigmatization,” 36.

%5 Chimbatata, “Post-2015, Why Delay to Seek Healthcare?”” 3; Dodor, “The Feelings and Experiences of Patients,” 213.

56 |_etter from Eugenia Fernan-Zegarra, Peruvian Ombudsman, Office of Public Defender of Peru, to Yuri Munoz Martinez, Executive
Director, National Solidarity Assistance Programme (21 November, 2017); Peruvian Ombudsman, Office of Public Defender of Peru,
Opinion on the Enjoyment of the Subsidy of the National Programme of Solidarity Assistance: Pension 65 Conditioned on the Adherence
to the Treatment of TB, Informe de Adjuntia No 31-2017-DP/AAE (2017) (addressing the suspension and removal of elderly, poor people
with TB who stop their treatment from receiving a public subsidy in the form of cash assistance under the Pension 65 Programme of the
National Programme of Solidarity Assistance).

57 Mahesh, “Coercion in the TB Response.” On file with the authors.

%8 General Civil Service Recruitment Examination Standards (Trial). China Art 4.

%9 Coker, “Detention and the Evolving Threat of Tuberculosis,” 611; Mburu, “Detention of People Lost to Follow-up,” 43; Weiler-Ravell,
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isolation at higher rates than others, the deprivation of their liberty may also amount to discrimination.t® These practices not
only represent violations of the right to liberty and security or person, but they are counterproductive to their own public health
ends of preventing the spread of disease. That is, the involuntary isolation of people with TB discourages health-seeking
behaviour, as people fear seeking TB testing or treatment knowing they risk detention or even imprisonment if they fail to fully
comply with their treatment.

Conclusion

We have outlined unique data risks and threats to human rights posed by the use of ACF and DATS in the response to the TB
epidemic. These risks are situated in deeper structural concerns around data neocolonialism, particularly in high TB burden
countries, and the recognition that people affected by TB often experience intersecting vulnerabilities as members of
marginalised groups. However, we are not advocating against the use of ACF or DATSs altogether. We recognise the unique
and important contributions they represent to finding and treating the ‘missing millions’ with TB. Rather, in highlighting these
concerns, we aim to promote a more robust, informed conversation for these and other strategies employed in the TB response.

In particular, as we demonstrated above in Table 4, most countries with high TB burdens have enshrined the human rights
examined in this paper in their national constitutions. This means that these rights may be used as legal tools at the national
level, through litigation and other means, to address human violations resulting from the use of ACF and DATs. However,
constitutional rights also provide a concrete legal basis on which to engage public and private health institutions in constructive
dialogue to improve the design and implementation of ACF and DATSs. Employing the normative and legal content of the rights
to health, privacy, non-discrimination and liberty to better understand the effect these strategies have on people affected by TB
provides a way forward to improve their effectiveness while ensuring they do not harm the people they aim to help.

As the global TB response continues to produce massive amounts of personal health data from vulnerable and marginalised
groups through ACF, DATSs and other interventions, it is crucial to understand the socio-historical contexts and the risks posed
to the human rights of people affected by TB. We should not enter blindly into a new era of data colonisation and surveillance
in the name of public health, nor should we dispose entirely of valuable innovations in the TB response because they pose
legitimate risks. We must put people at the centre of the response through carefully considered interventions that leverage big
data and human rights law in support of their health and well-being.
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